
1. Secure deployment and execution of Virtual Machines (VM) 
 

• Denial of Services 

• Confidentiality 

• Integrity 

• Leakage of Information (Cache SCA) 

Many-core architecture (up to 1024 cores) 
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1. Enhancing the TSAR architecture 
with crypto-processors  

3. Secure applications deployment 

Threats model Building a chain of trust 
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Objective: 
Deploying and protecting VMs from each other 

and from the hypervisor (Confidentiality & 

Integrity) 

How: 
- Once the VM is deployed, no more 

access to the VM partition (Trusted 

S-MMU) 

- Content of VMs encrypted when 

stored on hard disk or retrieved 

from the network (Trusted loader) 

- A Hardware Address Translator 

(HAT) translates addresses from 

physical to machine (real) 

addresses. 
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Blind hypervisor 
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Objective: 
Securely deploying and protecting sensitive applications from other applications thanks to Secure 

zones (DoS, C&I, and Cache SCA) 
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How: 
- TSAR compatible VciHCrypt3 

- Necessity of a secure  sharing key mechanism 

Sharing resources 
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Sensitive applications 

Logical isolation (the OS is trusted)  C&I 
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Sensitive applications 

Logical & physical isolation  
SCA DoS C&I 

Under utilization of resources 

How: 
Extension of the OS in order to integrate new secure aware services 

Tradeoff between security and performance 

Objective: 
Improving performance dedicating resources to encryption, using the crypto- 

processor as a co-processor 


